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RNS-MMM for Crypto algorithms (e.g., RSA)

Key-length:
n=kx =249<i<13)

k = # of co-prime moduli,
= Residue channel bit-width
fast long key-length via free-6 sc
=16,k € {32,64,128,256,512}

e: Al generated image (DALLE)

1:amically changeable k-moduli pair sets ft
128,256,512}: {2°0°, 2807, 21502288



MMM and RNS-MMM
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Half a century BE development and usage
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BE-MMM: Architecture and formulas
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Motivation

. RNS-unfriendly division operation

Solution: Base extension

MM: Two non-overlapped k-size co-prime (2" — 6) moduli
mic range (DR) of each set: 2*"
MM drawbacks

guires double of the essential number of co-prime moduli to support the worki

d Solution: SB-MMM: No base extension =

e., 2%k size of the same
)R with half bit-width residue channels (i.e., r/2)

229% 2506 2835 213091 for k € {22,43,86,1




Proposed algorithm ( )

Inputs: m;, x;, ¥, 0 S i =

1) Fori=0tok dop

2) Fori=0tokd

3) Fori =0 to k dc

4) Fori = 0to k do pa

-~
5) Fori=0tokdoparz;, =



Schematic of
RNS-MMM with
three parallel
CRT-like
operations,
replacing the two
consecutive  BE
operations of the
conventional
scheme

SB-MMM: Architecture and formulas
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SB-MMM: Detalled Architecture
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Definitive derivation of the reduction factors

In architecture The cyclic regi

- itional | =
271 for supporting b’ + %‘ an additional modulo m, = 8



Three scenarios for using SB-MMM

1) Speedup via reducing Example: Key-length = 1024, r = 64 = k =

to half, thus doubling t delay: 2 X 16M, delay. Total # of moc

for the same working L
r =32 =k =32 = SB-MMWM delay: 32M3, dela
(M3, delay =80% Mg, delay in parallel PPR and
Total # of moduli: 32.

2) More dynamism Example: key-length n = 1024,

to reduce the probak BE-MMM: r = 32: Total # of free-6 co-prime moduli

side-channel attacks form 232 — &: 384000
Total # of moduli-set selection: (*%77°°) x (°%5,°°

SB-MMM: r = 64. Total # of free-6 co-prime mod
form 264 — § > 2°1

Total # of moduli-set selection: > (21561) ~ 2816

3) Keeping the same bit- Example: key-length n = 1024,
reducing the total numbe BE-MMM: r = 32 = k = 32 = Total # of
to half, for faster CRT-like @ Delay: 2 x 32M3,
SB-MMM: r = 32 = k = 32 = Total #

Delay: 32Ms,



# of multiplications: SB-MMM versus [5]

Steps of the SB-MMM
algorithm

# of multiplications

1

2

3

4

5

Grand Total

Ref. [5] (Unpipelined)

Ref. [5] (Pipelined)

CDP Total

7 d SB-MMM vs. similar
n 83% shorter and
I Its pipelined version

ntage is 50% increase
plications vs. that of [5]



Synthesis result: SB-MMM versus [5]

Design

SB-MMM

[5]

Size of
the
moduli
pool

384000

Per residue
channel

Area
(mm?)

Power
(mWw)

# of clock
cycle

Clock
time

(ns)

Probability
Of successful
attacks

MMM Delay

(ns)

Ratio

(

AT

ms X
2

mm

(

PDP
ms X

mW

)




Selected results: SB-MMM versus [5]

6%, and 69% delay reductions, for
el widths r = 24, 32, and 64, respectiv
Sr = 32 of [9]

42%, and 28% reduced area-time (AT)

ct, for r = 24, 32, and 64, respectively

lon In the probability of successful sic
attacks by a scale of 2169




Conclusion

S-MMM with three parallel CRT-like operations
of two consecutive similar operations of the BE-

e parallel derivation of three reduction factors

oeedup, and 20% less area cost of proposed algorit

length n = 1024, and channel width r = 24 In
Ison to the best previous work [5], with r = 32

1t reduction in the probability of successful side




